
INDEPENDENT CONTRACTOR SERVICES

This Independent Contractor Services Agreement (“Agreement”) is made and entered into as of ______, 2026 by and between _________, an Israeli company (the “Company”), and ________ (“Consultant”). In consideration of the mutual promises contained herein, the parties agree as follows:

1. [bookmark: 1._Services_and_Compensation][bookmark: 1.1_The_Services._Starting_September_9,_]Services and Compensation
1.1 The Services. Starting _________, 2026 (the “Effective Date”) Consultant shall perform the services described in Exhibit A (the “Services”) for the Company (or its designee). Consultant shall perform the Services diligently, at a high professional standard and in compliance with all applicable laws and Company’s policies and instructions, and shall regularly report to the Company’s CTO (the “Supervisor”) with respect to the Services.
1.2 [bookmark: 1.2_Consultant_will_use_best_efforts_to_]Consultant will use best efforts to promote and develop the Company’s business and affairs and shall devote its the required business time, know-how, expertise, talent, experience and best efforts for the provision of the Services.
1.3 [bookmark: 1.3_Consultant_shall_represent_the_Compa]Consultant shall represent the Company properly towards third parties, and will not receive any payment and/or benefit from any third party, directly or indirectly, in connection with the Services or the business of the Company.
1.4 [bookmark: 1.4_Consultant_represents_that_it_has_th]Consultant represents that it has the requisite qualification, knowledge and expertise to perform its obligation under this Agreement. Consultant represents that it has the full right, power and legal capacity to enter and deliver this Agreement and to perform Consultant’s duties and other obligations hereunder. No approvals or consents of any persons or entities are required for Consultant to execute and deliver this Agreement or perform its duties and other obligations hereunder. Neither the execution nor the performance of this Agreement or its exhibits violates or will violate any agreement to which Consultant is a party (including without limitation any rights of, or obligations towards a former employer). Consultant will not engage in any other activities that conflict with his obligations to the Company. Consultant undertakes to use the Company’s equipment and facilities only for the purpose of providing the Services. Consultant acknowledges and agrees that all information technology systems of the Company to which Consultant shall have access are the sole and exclusive property of the Company.
2. [bookmark: 2._Consideration._The_Company_agrees_to_]Consideration. The Company agrees to provide Consultant the consideration described in Exhibit A for Consultant’s performance of the Services.
2.1 [bookmark: 2.1__Except_as_set_forth_in_Exhibit_A,_C][bookmark: 2.2_Each_payment_shall_be_made_against_a]Except as set forth in Exhibit A, Consultant will not be entitled to any additional consideration, except that the Company will reimburse Consultant for any reasonable business expenses in connection with the Services, if approved in advance in writing by the Supervisor and against relevant receipts.
2.2 Each payment shall be made against a corresponding invoice by Consultant and will be paid within 30 days from invoice receipt. Consultant will be solely responsible for any taxes or other assessments by any governmental authority regarding this Agreement. The Company may deduct mandatory payments as required by law from any amounts paid to you.
3. [bookmark: 3._Confidentiality,_Proprietary_Rights_A]Confidentiality, Proprietary Rights Assignment and Non-Solicitation. Consultant will execute and deliver to the Company the Confidentiality, Proprietary Rights Assignment and Non-Solicitation Agreement in the form attached hereto as Exhibit B. The obligations of Consultant under such Confidentiality and Proprietary Information agreement will survive any termination of this Agreement for any reason.
4. [bookmark: 4._Conflicting_Obligations.__Consultant_]Conflicting Obligations. Consultant hereby represents and warrants that Consultant has no outstanding agreement or obligation that is in conflict with any of the provisions of this Agreement, or that would
Confidential


preclude Consultant from complying with the provisions hereof. Consultant shall not enter into any such conflicting agreement during the term of this Agreement.
5. [bookmark: 5._Term_and_Termination._This_Agreement_]Term and Termination. This Agreement will commence on the Effective Date and will continue until terminated by either party upon a 30 days’ notice of either party. Notwithstanding the aforesaid, the Company may immediately terminate this Agreement without prior notice and without derogating from any remedy to which the Company may be entitled, in the event of “Cause” (as defined in Exhibit A hereto).
[bookmark: Upon_termination_of_this_Agreement,_for_]Upon termination of this Agreement, for any reason, Consultant shall immediately return all documents, information, reports, possessions or other assets belonging to the Company.

6. [bookmark: 6._Independent_Contractor;_Benefits]INDEPENDENT CONTRACTOR; BENEFITS
6.1 [bookmark: 6.1_Independent_Contractor._It_is_the_ex][bookmark: 6.2_Without_derogating_from_the_above,_i]Independent Contractor. It is the express intention of the Company and Consultant that Consultant performs the Services as an independent contractor to the Company. Nothing in this Agreement shall in any way be construed to constitute Consultant as an employee of the Company. Accordingly, Consultant shall not receive nor be entitled to, among others, overtime pay, managers’ insurance, paid vacation, severance payments or similar fringe or employment benefits from the Company. Consultant agrees to furnish (or reimburse the Company for) all tools and materials necessary to accomplish this Agreement and shall incur all expenses associated with performance, except as expressly provided in Exhibit A. The Company may deduct mandatory payments as required by law from any amounts paid to Consultant.

6.2 Without derogating from the above, if it is adjudicated or otherwise determined by any governmental authority that Consultant is, regardless of the terms of this Agreement, an employee of the Company) , then payments to Consultant hereunder shall be reduced effective as of the beginning of the Term so that 60% of such payments shall constitute salary payments (subject to statutory minimum salary requirements), and 40% of such payments shall constitute payment by the Company for all other Consultant’s or employee of Consultant`s statutory rights and benefits as an employee of the Company throughout the Term. Consultant further consents that the Company may offset any amounts due to it under this Section from any amounts payable to Consultant under this Agreement, and undertakes to indemnify and hold Company harmless from and against any loss, cost, expense, damage or liability attributable to any claim or action by Consultant or any third party that an employer-employee relationship exists or will exist between the Company and Consultant.

7. [bookmark: 7._Miscellaneous]Miscellaneous
7.1 [bookmark: 7.1_Entire_Agreement._This_Agreement_and]Entire Agreement. This Agreement and its exhibits (i) constitute and contain the entire agreement of the parties respecting the subject matter hereof and thereof and merge and supersede any and all discussions, negotiations, correspondence, understandings and previous agreements between them, (ii) may be assigned in full or in part by the Company to any successor of all or substantially all of its assets or business, and (iii) may only be amended by a writing signed by the parties. Consultant may not assign its rights under this Agreement to any party, whether by contract, will or operation of law, without the Company’s prior written consent.
7.2 [bookmark: 7.2_Waiver.__Any_waiver_of_the_provision]Waiver. Any waiver of the provisions of this Agreement or of a party’s rights or remedies under this Agreement must be in writing to be effective. Failure, neglect, or delay by a party to enforce the provisions of this Agreement or its rights or remedies at any time, will not be construed as a waiver of such party’s rights under this Agreement and will not in any way affect the validity of the whole or any part of this Agreement or prejudice such party’s right to take subsequent action. No exercise or enforcement by either party of any right or remedy under this Agreement will preclude the enforcement by such party of any other right or remedy under this Agreement or that such party is entitled by law to enforce.
7.3 [bookmark: 7.3_Severability.__If_any_term,_conditio]Severability. If any term, condition, or provision in this Agreement is found to be invalid, unlawful or unenforceable to any extent, the parties shall endeavor in good faith to agree to such amendments that will preserve, as far as possible, the intentions expressed in this Agreement. If the parties fail to agree on

such an amendment, such invalid term, condition or provision will be severed from the remaining terms, conditions and provisions, which will continue to be valid and enforceable to the fullest extent permitted by law.
7.4 [bookmark: 7.4_Counterparts.__This_Agreement_may_be][bookmark: 7.5_Governing_Law.__This_Agreement_shall]Counterparts. This Agreement may be executed in counterparts, each of which so executed will be deemed to be an original and such counterparts together will constitute one and the same agree- ment.
7.5 Governing Law. This Agreement shall be governed by the laws of Israel without giving effect to its conflict of law principles. The parties’ consent to the exclusive jurisdiction and venue of Tel-Aviv courts for any lawsuit filed arising from or relating to this Agreement.
The parties have executed this Agreement below to indicate their acceptance of its terms.

___________, LTD.
By:__________

By:

Name:__________	Print Name:	

Date:	

Title:	

Date:	

EXHIBIT A
SERVICES


Start Date
Services by Consultant will start on ________, 2026.
Scope:
Consultant shall provide the following services to the Company (the “Services”):
· Consultant shall serve as Software Engineering Consultant
· Such other services as reasonably requested by Company and accepted by Consultant from time to time. Consultant shall devote no less than one day per month in rendering the Services.
Consideration:
As entire compensation for Services, Consultant shall receive NIS ____ (______ New Israeli Shekels) per hour of work performed. Consultants services are limited to 100 hours per month. Any additional hours must be approved by Company in advance and in writing.
Consultant will be solely responsible for any taxes or other assessments by any governmental authority.
Company will reimburse required and reasonable expenses, up to USD 100 per expense. Larger expenses such as out of area travel will be approved in writing by Company in advance.
At the end of each calendar month, Consultant shall send a written report listing the hours rendered and expenses borne during the month.

EXHIBIT B
CONFIDENTIALITY, PROPRIETARY RIGHTS ASSIGNMENT AND NON SOLICITATION AGREEMENT
This Confidentiality, Proprietary Rights Assignment and Non Solicitation Agreement (“Agreement”) is intended to formalize in writing certain understandings and procedures which are necessary to protect the legitimate interests of _________ Ltd. (the “Company”) and their affiliates and are effective as of the date that the undersigned Consultant has initially been engaged by the Company. In consideration of Consultant’s continued engagement by the Company, Consultants acknowledge and agree that:
1. Confidentiality

(a) [bookmark: (a)_Consultant_recognizes_and_acknowledg]Consultant recognizes and acknowledges that Consultant’s access to the trade secrets and confidential or proprietary information (collectively, the “Confidential Information”) of the Company, the Company’s subsidiaries and its other affiliates (collectively, the “Companies”), is essential to the performance of Consultant’s duties as a consultant of the Company.

[bookmark: By_way_of_illustration_and_not_limitatio]By way of illustration and not limitation, such Confidential Information shall include (i) any and all trade secrets concerning the business and affairs of the Companies, product specifications, data, know-how, services, research and development, compositions, processes, formulas, methods, designs, samples, inventions and ideas, past, current and planned development or experimental work, current and planned distribution methods and processes, customer lists, current and anticipated customer requirements, price lists, market studies, business plans, computer software and programs (including object code and source code), computer software and database technologies, systems, structures and architectures, algorithms, improvements, discoveries, concepts, ideas, information relating to the projects of the Companies, and any other technical, business or financial information, however documented or however disclosed, (including orally), of the Companies; (ii) any and all information concerning the business and affairs of the Companies (which includes historical financial statements, financial projections and budgets, historical and projected sales, capital spending budgets and plans, the names and backgrounds of key personnel, personnel training and techniques and materials), however documented or however disclosed, (including orally); and (iii) all derivatives, improvements and enhancements to the Companies’ technology which are created or developed by Consultant while a consultant of the Company; and
(iv) information of third parties as to which the Company has an obligation of confidentiality; and (v) any and all notes, analysis, compilations, studies, summaries, and other material prepared by or for the Companies containing or based, in whole or in part, on any information included in the foregoing.
[bookmark: The_Confidential_Information_shall_not_i]The Confidential Information shall not include information which the Consultant has proved to be, publicly known and made generally available through no wrongful act of Consultant or of others who were under confidentiality obligations as to the information involved.
(b) [bookmark: (b)_Consultant_further_recognizes_and_ac]Consultant further recognizes and acknowledges that such Confidential Information is a valuable and unique asset of the Companies, and that its use or disclosure (except use or disclosure as required for carrying out Consultant’s duties as a consultant of the Company) would cause the Companies substantial loss and damages. Consultant undertakes and agrees that Consultant will not, in whole or in part, disclose such Confidential Information to any person or organization under any circumstances, will not make use of any such Confidential Information for Consultant’s own purposes or for the benefit of any other person or organization, and will not reproduce any of the Confidential Information without the Company’s prior written consent.
(c) [bookmark: (c)_Consultant_will_not_disclose_or_othe]Consultant will not disclose or otherwise make available to the Company in any manner any confidential information received by Consultant from third parties.


(d) [bookmark: (d)__Consultant_further_recognizes_and_a]Consultant further recognizes and acknowledges that the Company has received and, in the future, will receive from third parties their confidential or proprietary information. Consultant agrees to hold all such confidential or proprietary information in the strictest confidence and not to disclose it to any person, firm or

corporation or to use it except as necessary in carrying out Consultant’s work for the Company consistent with the Company’s agreement with the third party.

2. Return of Materials. Upon termination of Consultant’s services to the Company or at the request of the Company before termination, Consultant will promptly deliver to the Company all copies of all written and tangible material, in Consultant’s possession or under Consultant’s control, incorporating the Confidential Information or otherwise relating to the Companies' business, without retaining any copies thereof, tangible or intangible (including, without limitation, in electronic form).

3. Ownership of Property and Rights

(a) [bookmark: (a)_Exclusive_Property._Consultant_confi]Exclusive Property. Consultant confirms that all Confidential Information is, will be, and shall remain the exclusive property of the Companies. All business records, papers and documents however documented kept or made by Consultant relating to the business and affairs of the Company shall be and remain the property of the Company. Without derogating from any of the provisions of this Agreement, Consultant represents that all of the Inventions (as defined in subsection (b) hereunder) is the sole and exclusive property of the Company and Consultant has no rights to such Inventions or Confidential Information related thereto.
(b) [bookmark: (b)_Assignment._Consultant_hereby_irrevo]Assignment. Consultant hereby irrevocably assigns to the Company, without additional consideration to Consultant, the entire right, title and interest in and to any ideas, inventions, designs, concepts, techniques, methods, processes, original works of authorship, work product, developments, improvements, modifications, enhancements, trade secrets, documentation, software, hardware, firmware, creative works, know-how, patent applications, patents, “service inventions” as defined under the Israeli Patent Law, 5727-1967 or any successor statute (the “Israeli Patent Law”) and information, whether or not patentable, copyrightable or protectable as trade secrets, irrespective of whether registered as a patent, copyright, trademark or in another form, created, conceived or reduced to practice, or caused to be created, conceived or reduced to practice, either alone or with others, in whole or in part, or provided to the Company, by Consultant during the period of Consultant's engagement with the Company, and (i) result from the Consultant’s work for the Company or by the scope of the Consultant’s duties and responsibilities with the Company under this Agreement, or (ii) developed, in whole or in part, using any equipment, supplies, facilities or Confidential Information of the Company; in each case whether or not patentable, copyrightable or otherwise protectable, and Consultant assigns to the Company the entire right, title and interest in and to any proprietary rights therein or based thereon (collectively, the “Inventions”); all, including, for avoidance of doubt, during the period of engagement prior to the date hereof, shall be the sole property of the Company, and the Consultant agrees and declares that it does not have any proprietary right and shall have no suit and/or claim of any kind against the Company in any matter relating, whether directly or indirectly, to any Inventions and the intellectual property rights thereto.

Consultant expressly waives all economic rights in the Inventions including without limitation any rights Consultant may have to royalties or any other payment (including, without limitation, with respect to rights to royalties arising from patent rights and rights to royalties arising from service inventions under Sections 132 through 134 of the Israeli Patent Law) with regard to the assigned Inventions.

Consultant hereby covenants and agrees that so long as Consultant will provide services to the Company, Consultant shall not cooperate with any person not employed by the Company in purpose of creating any Invention that is based or related to Confidential Information, unless a prior written consent is obtained from the Company.
(c) [bookmark: (c)_Consultant_hereby_irrevocably_transf]Consultant hereby irrevocably transfers and assigns to the Company: (a) all worldwide patents, patent applications, copyrights, mask works, trade secrets and other intellectual property rights in any Invention; and
(b) any and all Moral Rights (as defined below) that he may have in or with respect to any Invention. Consultant also hereby forever waives and agrees never to assert any and all Moral Rights he may have in or with respect to any Invention, even after termination of his work on behalf of the Company. “Moral Rights” mean any rights

[bookmark: (d)_Work_for_Hire._Consultant_expressly_]of paternity or integrity, any right to claim authorship of an invention, to object to any distortion, mutilation or other modification of, or other derogatory action in relation to, any Invention, whether or not such would be prejudicial to his honor or reputation, and any similar right, existing under judicial or statutory law of any jurisdiction whatsoever, or under any treaty, regardless of whether or not such right is denominated or generally referred to as a “moral right”.

(d) Work for Hire. Consultant expressly acknowledges and agrees that any work prepared by Consultant for
the Company shall be considered “work for hire” and the exclusive property of the Company.

(e) [bookmark: (e)_Perfection_of_Rights._Consultant_sha]Perfection of Rights. Consultant shall provide all assistance the Company may request, and shall execute, verify and deliver such documents and perform such other acts (including appearing as a witness) the Company may reasonably request for use in applying for, obtaining, perfecting, evidencing, sustaining and enforcing such proprietary rights and the assignment thereof. Consultant’s obligation to assist the Company with respect to proprietary rights in any and all countries shall continue beyond the termination of Consultant’s engagement with the Company, but the Company shall compensate Consultant at a reasonable rate after termination of Consultant’s services for the time actually spent by Consultant at the Company’s request on providing such assistance.
(f) [bookmark: (f)_Attorney-in-fact.__If_the_Company_is]Attorney-in-fact. If the Company is unable because of the Consultant’s mental or physical incapacity or for any other reason to secure the Consultant’s signature to any document that Consultant is obligated to execute under Section 3(c) above, Consultant hereby irrevocably designates and appoints the Company and its duly authorized officers and agents as Consultant’s agent and attorney-in-fact, to act on behalf of and in his stead to execute and file any such document and to do all other lawfully permitted acts that Consultant is obligated to take under Section 3(c) above with same legal force and effect as if executed by the Consultant.

4. No Competition. In consideration for compensation paid to Consultant by the Company as part of Consultant’s services fee, Consultant shall not, for so long as Consultant provides services to the Company and continuing for one year after the termination of such provision of services, directly or indirectly, including personally or in any business in which he is an officer, director, shareholder, partner, interest holder, employee, agent or consultant or with which he is affiliated in any other capacity:
(a) [bookmark: (a)_solicit,_hire,_endeavor_to_entice_aw]solicit, hire, endeavor to entice away from the Companies or otherwise interfere with the relationship of the Companies with any person or organization who is, or was within the preceding two years, a customer, vendor or supplier of the Companies, or who is, or was within the preceding twelve months, employed or engaged as consultant or otherwise by the Companies; or
(b) [bookmark: (b)_own_an_interest_in,_manage,_operate,]own an interest in, manage, operate, join, control, or participate in or be connected with, as an officer, consultant, director, owner, partner, joint venture, stockholder, broker, agent, principal, licensor, consultant or otherwise, any person or organization that, at such time, competes with the Companies anywhere in the world including without limitation engagement in any activities involving either (i) products similar to or competing with actual or planned products of the Companies, or (ii) information, processes, technology or equipment that is similar to information, processes, technology or equipment in which the Companies then have a proprietary interest; provided that this shall not preclude Consultant from owning a stock interest not greater than 5% in a publicly traded company, so long as he has no active role in such company as director, employee, consultant or otherwise.

If any one or more of the terms contained in this Section 4 shall for any reason be held to be excessively broad with regard to time, geographic scope or activity, the term shall be construed in a manner to enable it to be enforced to the extent compatible with applicable law.
Consultant further recognizes and acknowledges that a breach of this Section 4 would cause the Companies substantial non-revisable damages which may create a threat on the existence of the Companies.

5. Representations by Consultant. Consultant represents and undertakes towards the Company as follows: (i) no approvals or consents of any persons or entities are required for Consultant to execute and deliver this Agreement or perform its duties and other obligations under this Agreement, and neither the execution nor the performance of this Agreement violates any agreement to which Consultant or its personnel is a party or any law or regulation that applies to Consultant. (ii) none of the Inventions will infringe any intellectual proprietary right of any third party. Consultant will indemnify and hold the Company harmless against all claims, losses, liabilities, damages and expenses (including reasonable attorneys’ fees) resulting from or arising out of any claim brought by a third party arising out of infringements by the Inventions, or otherwise by the Consultant, of the intellectual property rights of a third party. (iii) Consultant will not use, without the Company's CEO express written consent (a) knowhow or components that require any approval or consent of, or result in imposition of restrictions of any type by, any governmental or quasi-governmental authority; or (b) any of Consultant’s or third party’s know-how or components, which are not deemed an “Invention” hereunder, including without limitation any open source software.

6. Enforcement. The terms of this Agreement are perpetual, and shall survive termination of Consultant’s engagement with the Company. The Company may enforce this Agreement and any of its provisions by injunction, specific performance or other equitable relief, without bond and without prejudice to any other rights and remedies that the Company may have for the breach of this Agreement. This Agreement shall be enforced to the fullest extent permissible under the laws of the State of Israel, without regard to its conflict of law principles, and inure to the benefit of any successor to all or substantially all of the Company’s business. The competent courts in Tel- Aviv Jaffa district shall have exclusive jurisdiction to adjudicate any dispute arising out of or in connection with this Agreement. If any portion of this Agreement shall be adjudicated to be invalid or unenforceable, it shall be deemed to be amended to delete such portion. Consultant’s rights and obligations hereunder shall be in addition to Consultant’s obligations towards the Company pursuant to applicable law or in equity. This Agreement shall inure to the benefit of the Company’s successors and assigns.
[bookmark: [Signature_page_follows]][Signature page follows]



The parties have executed this Confidentiality, Proprietary Rights Assignment and Non Solicitation Agreement on the respective dates set forth below, to be effective as of the Effective Date first above written.


____________ LTD.
By:______________


By:	
Name:_____________	Print Name:	

Date: 	


Title:	

Date:	

EXHIBIT C
CONSULTANT PERSONAL DATA ADDENDUM
This Personal Data Addendum (“Addendum”) forms part of the services agreement (“Agreement”), attached hereto, to reflect the parties’ agreement on the Processing of Personal Data. All capitalized terms not defined herein will have the meaning set forth in the Agreement.
The Company and Consultant agree on complying with the following provisions related to the exposure of Personal Data as part of Consultant’s Services to the Company under the Agreement (the “Services”).
The terms of this Addendum will prevail over any conflicting terms in the Agreement. the Company may disclose this Addendum and any relevant privacy provisions in the Agreement to any supervisory authority, regulator or other competent authority, to the extent required under the applicable law.


1. [bookmark: 1._PERSONAL_DATA._“Personal_Data”_means_]PERSONAL DATA. “Personal Data” means any Personal Data that Consultant is exposed to as part of his/her work on behalf of the Company or Company’s customers.
2. [bookmark: 2._INSTRUCTIONS._This_Addendum_applies_t]INSTRUCTIONS. This Addendum applies to all exposure to Personal Data by Consultant as part of Consultant’s provision of Services. Consultant will work on Personal Data in accordance with Company’s instructions.
3. [bookmark: 3._CONSULTANT’S_NOTICES._Unless_prohibit]CONSULTANT’S NOTICES. Unless prohibited under applicable laws, Consultant will notify the Company without undue delay of: (i) Any compromise, either actual or potential, of Consultant’s computer equipment, including theft or loss thereof, which serves Consultant to retain, access or otherwise process Company’s Personal Data; (ii) Any violation by Consultant of any provision under this Addendum or a Company instruction pursuant thereof; (iii) Any official competent supervisory proceedings regarding the Processing of the Company Personal Data conducted by Consultant; (iv) Any legal or factual circumstances preventing Consultant from executing any of Company’s instructions under the terms of this Addendum; and, (v) Any material changes impacting the technical and organizational security measures implemented by Consultant which cause such measures to fall short of Consultant’s data security obligations under this Addendum.
4. [bookmark: 4._SECURITY_AND_CONFIDENTIALITY._Consult]SECURITY AND CONFIDENTIALITY. Consultant will hold Company’s Personal Data in strict confidence and will ensure that access to the Personal Data through Consultant computer equipment is limited only to Consultant. Consultant will establish, implement, and maintain throughout the term of the Agreement and as long as Consultant retains Personal Data information security measures and controls equal at least to the minimum information security requirements herein and included in Attachment A to this Addendum. Upon Company’s written requests from time to time, Consultant will take additional steps to secure the Company’s Personal Data and provide the Company with records and documentation related thereto.
5. [bookmark: 5._AUDIT._Consultant_will_permit_and_con]AUDIT. Consultant will permit and contribute to any data audits reasonably required by the Company upon Company’s written request.
6. [bookmark: 6._SECURITY_BREACH_MANAGEMENT_AND_NOTIFI]SECURITY BREACH MANAGEMENT AND NOTIFICATION. Consultant will notify the Company immediately of any actual or reasonably suspected unauthorized access to, acquisition of, or disclosure of the Company’s Personal Data of which Consultant becomes aware (a “Security Incident”). Consultant’s notice of a Security Incident will specify the date and time, nature, and extent of the incident. The notice will also include a description of potential consequences and potential adverse effects of the incident. Furthermore, Consultant will inform the Company about the measures it has taken in order to remediate the risks involved with the incident, to mitigate potential adverse effects and to prevent the occurrence of a similar incident in the future. Upon becoming aware of a Security Incident, Consultant will provide all such timely information and cooperation as the Company may require in order for the Company to fulfil its data breach reporting obligations under (and in accordance with the timescales required by) Privacy Laws and Regulations. Consultant will further take all such measures and actions as are necessary to remedy or mitigate the effects of the Security Incident and will keep the Company informed of all developments in connection with the Security Incident. Consultant will not notify any

third parties of a Security Incident affecting the Company’s Personal Data unless and to the extent that:
(i) the Company has agreed to such notification, and/or (ii) notification is required to be made by Consultant under applicable Privacy Laws and Regulations and then, in each case, Consultant will keep the Company informed of the status of such notification and any response from any such third parties, unless such notification by Consultant is prohibited under applicable laws or regulations.
7. [bookmark: 7._DELETION_AND_RETENTION_OF_PERSONAL_DA]DELETION AND RETENTION OF PERSONAL DATA. Upon termination or expiry of the Agreement (or completion of individual projects), and upon any Company’s written request, Consultant will (at the Company’s election) destroy or return to the the Company all copies of the Personal Data in its possession or control (including all back-ups or items stored on third-party storage devices). Consultant will state in writing to the the Company that Consultant has completed the deletion of the Personal Data from its systems, within two (2) business days following the deletion thereof.
8. [bookmark: 8._CONSULTANT_RESPONSIBILITIES_AND_INDEM]CONSULTANT RESPONSIBILITIES AND INDEMNIFICATION. Consultant guarantees the prompt and satisfactory performance of its obligations and responsibilities under this Addendum by Consultant and Consultant agrees that Consultant will be responsible for all costs associated with its compliance of such obligations. Consultant is responsible and liable for its acts and omissions under this Addendum and will defend, indemnify and hold the the Company, its officers, directors, employees, contractors and agents harmless from and against any and all third-party claims, demands, losses, damages or expenses, including reasonable attorneys’ fees and court costs, arising out of or in connection with any failure by Consultant to adhere to the requirements in this Addendum.
9. [bookmark: 9._TERM_AND_TERMINATION._This_Addendum_i]TERM AND TERMINATION. This Addendum is effective as of the same date that the Agreement is effective and will continue until the Agreement is expired or terminated, pursuant to the terms therein. The the Company may terminate the Agreement if Consultant breaches this Addendum and does not cure the breach within five (5) days after receiving a written notice by the the Company about the breach. Notwithstanding, any Consultant confidentiality obligations under the Agreement and this Addendum will survive the termination of the Agreement and this Addendum.
10. [bookmark: 10._MISCELLANEOUS._Any_alteration_or_mod]MISCELLANEOUS. Any alteration or modification of this Addendum is not valid unless made in writing and executed by duly authorized personnel of both parties. Invalidation of one or more of the provisions under this Addendum will not affect the remaining provisions. Invalid provisions will be replaced, to the extent possible, by such valid provisions which achieve essentially the same objectives.

In witness whereof, the parties’ authorized signatories have duly executed this Addendum.


____________ LTD.
By:______________

By:	

Name: ____________________	Print Name:	

Date:	

Title:	

Date:	

Attachment A
Minimum Information Security Requirements
You will commit to, at a minimum, the following security measures:
1. Access Control. Processes to prevent unauthorized persons from gaining access to the data or data processing equipment where the Personal Data are processed or used, to include:
(a) [bookmark: (a)_secure_processing_areas,_including_t]secure processing areas, including terminal, personal computer and mobile/cellular telephones;
(b) [bookmark: (b)_automatic_time-out_after_10_minutes_]automatic time-out after 10 minutes or less of user terminal if left idle, identification and password required to reopen;
(c) [bookmark: (c)_password_complexity_requirements_(mi]password complexity requirements (minimum length, expiry of passwords, etc.); and
(d) [bookmark: (d)_protection_against_external_access_b]protection against external access by means of an industrial standard firewall.
(e) [bookmark: (e)_ensure_that_only_authorized_persons_]ensure that only authorized persons have access to Company’s data.


2. [bookmark: 2._Transmission_Control._Procedures_to_p]Transmission Control. Procedures to prevent Personal Data from being read, copied, altered or deleted by unauthorized parties during the transmission thereof or during the transport of the data media, to include use of firewall and encryption technologies to protect the gateways and pipelines through which the data travels.

3. [bookmark: 3._Storage_Control._When_storing_any_Per]Storage Control. When storing any Personal Data:
(a) [bookmark: (a)_Storage_of_all_backup_data_as_part_o]Storage of all backup data as part of a designated backup and recovery processes in encrypted form, using a commercially supported encryption solution and all data defined as Personal Data stored on any portable or laptop computing device or any portable storage medium is likewise encrypted.
(b) [bookmark: (b)_Encryption_solutions_will_be_deploye]Encryption solutions will be deployed with no less than a 128-bit key for symmetric encryption and a 1024 (or larger) bit key length for asymmetric encryption;
